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Introduction to Apple User and Group Manager

Apple User and Group Manager is an application program that hel ps you
manage users on different network servers. This part of the manual describes
how to use the User and Group Manager application. This chapter introduces
this part of the manual and provides general information about User and
Group Manager. It aso explains how to start the application.
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What's in this part of the manual

Herés what you Il find in the remaining chapters of this part:

= Chapter 2, “Viewing Server, User, and Group Information,” tells you how
to locate servers on your network, add servers that you use frequently to
your own list, and view the list of users and groups defined for a server. It
also explains how to view user and group information.

= Chapter 3 “Working With Users and Groups” explains how to move users
and groups from one server to another server or group. It also describes
how to compare the user lists of groups or servers to see how they are
different. In addition, this chapter tells you how to create, delete, and
rename users and groups for a server and specify attributes of users.

= Chapter 4, “Importing and Exporting I nformation,” tells you how to import
and export users and groups by using text files.

s Appendix A, “Server Specifics” provides details about how User and
Group Manager works with different types of network servers. It also
provides information about the specifications for each type of server that
User and Group Manager supports

= Appendix B, “Setting Up a FirstClass Server,” explains how to set up a
FirstClass server to work with User and Group Manager.

What is User and Group Manager?

User and Group Manager is an application that allows you to manage users
and groups on network servers from your workstation.

Its main purpose isto allow you to copy user and group information from one
server to another using drag-and-drop methods. With User and Group
Manager, you no longer need to reenter lists of users and groups when you set
up additional network services. For example, if youve already set up users
and groups for At Ease for Workgroups, you can easily copy this information
to your AppleShare server.

With User and Group Manager, you can compare groups or servers to one
another to see how the lists of users and groups are different. You can use this
feature to determine whether or not two servers have the same users.

User and Group Manager



Depending on the server you are using, User and Group Manager allows you
to create, rename, and delete users and groups. In addition, you can add users
to groups or remove them from groups.

You can also specify certain user attributes, such as the At Ease user type,
require users to change their passwvord (or prevent them from changing it),
and prevent users from logging in to the server.

Compatible network servers

User and Group Manager only works with certain types of network servers
To work with an AppleShare or Mac OS—based FirstClass server, you must
install software on the server that allows User and Group Manager to access
the server'sinformation. (See Chapter 2, “Installing the Apple Network
Administrator Toolkit,” in Part 1 of this manual)

You can use User and Group Manager with the following types of servers:
m At Ease for Workgroups 4.0 servers

You can use al the features of User and Group Manager with an At Ease
for Workgroups 4.0 server. At Ease for Workgroups 40 is included with the
Network Administrator Toolkit. You do not need to install any User and
Group Manager server software for an At Ease server. However, you do
need to set up the At Ease server. (See Part 2 of this manual to learn how
to set up an At Ease server)

m AppleShare file servers

You can use all the features of User and Group Manager with an
AppleShare file server (verson 30 or later).

m FirstClass servers

User and Group Manager has limited compatibility with SoftArcs
FirstClass servers (version 2.5 or later).

Note: In addition to installing the User and Group Manager server software
on a FirstClass server, you must set up the server to work with User and
Group Manager. See Appendix B in this part of the manual for instructions
on setting up the FirstClass server.

Introduction to Apple User and Group Manager
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See Appendix A, “Server Specifics” for information about the features you
can use with each type of server, how the servers work with User and Group
Manager, and the specifications for each type of server.

Starting to use User and Group Manager

To start using User and Group Manager, you must open the application and
begin working with the Network Browser and Personal Servers List windows.

To open User and Group Manager:

= Inthe Finder, open the Network Administrator Toolkit folder and double-click the User
and Group Manager icon.

EENE

o 1 5
wl

Uzer And Group Manager

When you open User and Group Manager the first time, the Network Browser
window opens automatically.

EN=———— Network Browser =————"/
e 3 o N
Open  Add to Personal List  Select Zone
Name Kind
Gl admin Server appleShare |l
@ Training Server it Ease

:aﬁ FirstClass Server First Class

&) 4]

This window displays all the At Ease servers in the same zone as your
workstation, as well as all the AppleShare and Mac OS-based FirstClass
serversin that zone on which you have installed the appropriate User and
Group Manager server software The left column shows the name of the
server; the column on the right shows what kind of server it is

User and Group Manager



The Network Browser window continues to open automatically each time you
open the application until you add a server to the Personal Servers List. After
that, the Personal Servers List window opens automatically.

EI=———— Personal Servers List =———IJ115
Open Remowve from List
Mame Kind Zane
G Admin Server appleShare 4-North |~}
ﬁ Training Serwver &t Eaze 4-Narth

E 4]

To open the Network Browser or Personal Servers List window, if it is not
open, you can choose the name of the window you want to open from the
Windows menu.

The next chapter describes how to use the Network Browser and Personal
Servers List windows.

Introduction to Apple User and Group Manager ‘ 4-7






Viewing Server, User, and Group Information

User and Group Manager provides convenient access to user and group
information that resides on the serversin your network. To see this
information, you must locate the servers in your network.

This chapter shows you how to

use the Network Browser window

add servers to the Personal Servers List for quick access to the servers you
use most frequently

view information about a server, including alist of users and groups, by
opening a server information window

view information about a specific user by opening a user information
window

view information about a specific group by opening a group information
window

4.9



Using the Network Browser window

The Network Browser window lists al the At Ease servers on your network,
aswell as all the AppleShare and FirstClass servers on which you have
installed the User and Group Manager server software

ESM=——— Network Browser =————P817
i i Nt | Current zone
Open  Add to Personal List  Select Zone
Marne Kind
_J@Admin Server 4ppleShare =
Servers in the @ Training Server #1 Ease
selected zone %48 FirstClass Server First Class

EIK

When the Network Browser opens, User and Group Manager searches the
zone in which your workstation is located for all the servers with which it is
compatible and lists those servers in the Network Browser window.

Note: If your network does not include zones, the Zone field does not appear
in the window.

Using the Network Browser window, you can

= change the sorting of the list

= sSelect adifferent zone

= add aserver to the Personal Servers List

= display alist of users and groups defined for a server

For more information on displaying lists of users and groups, see
“Opening the Server Information Window” later in this chapter.
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Click a column
heading to
sort the list.

Opening the Network Browser window

When you open User and Group Manager, the Network Browser window
opens automatically until you add servers to the Personal Servers List. If the
window does not open automatically, you can open it.

To open the Network Browser window:

m Choose Show Network Browser from the Windows menu.

Sorting the server list

You can sort the list of serversin the Network Browser window by name or
by kind. By default, User and Group Manager sorts the list alphabetically by
server name If you sort the list by kind, then you can view all the
AppleShare, At Ease, and FirstClass servers together.

To sort the serversin thelist:

m Click the column heading (Name or Kind) for the kind of sort you want to do.

SN=——— Network Browser =——————RI-
Zone:
B B 4-North
Open  Add to Personal List  Select Zone
—— Mame Kind
! Admin Server appleShare |1
@ Training Serwver &t Eaze
:;é FirstClass Server First Class
=]
]

User and Group Manager underlines the heading you click and sorts the list
alphabetically by that column.

Viewing Server, User, and Group Information
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Selecting a different zone

If your network has multiple zones, you can search for serversin adifferent
zone by using the Select Zone button.

Note: If your network does not include zones, the Zone field is empty. If you
click the Select Zone button, a message appears telling you that there are no
zones available on your network.

To select a different zone:
1  Click the Select Zone button.

The Zones dialog box appears.

Zones

Select a Zone:

Bldg 5
Eldg &
Bldg 7
Eldg &
Eldg o
Eldg 101
Bldg 11
Eldg 12

mID

-

Cancel

2 Select the name of the zone you want and click OK.

The Network Browser window changes to show the serversin the zone you
selected. If there are no At Ease, AppleShare, or Mac OS—-based FirstClass
serversin the zone, the list will be empty.
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Adding servers to the Personal Servers List

You can add servers you frequently need to manage to the Personal Servers
List. The Personal Servers List eliminates the need to browse the network,
possibly across different zones, to find servers

To add a server to the Persona Servers List:

1  If necessary, in the Network Browser window, select the zone where the server is
located.

See “Selecting a Different Zon€' earlier in this chapter.

2 Select the server or servers you want to add to the Personal Servers List.

EOi=—— !:«letumrk Browser =————Hi= Click here to add the
Click here toopen |15 GE e = selected servers.
the se|ECIEd Servers. Open  Add to Personal List  Select Zone
Hame ¥ind
I GH Admin Server appleShare B
C||Ck here to ﬁ Training Server At Ease
Se|ect servers. :;é FirstClass Server First Class

|

3 Click the Add to Personal List button.
A message appears telling you that the item was added to the list.
4  Click OK.

Viewing Server, User, and Group Information
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Drag servers here

Dragging a server to the Personal Servers List

You can also use drag-and-drop methods to add a server to the Personal
Servers List.

To add a server to the Personal Servers List using drag-and-drop:

If necessary, in the Network Browser window, select the zone where the server
is located.

See “Selecting a Different Zon€' earlier in this chapter.
Select the server you want to add to the Personal Servers List.

If the Personal Servers List isn’t open, choose Show Personal Servers List from the
Windows menu.

Drag the selected server from the Network Browser window to the Personal Servers
List window.

Network Browser

= d H
D43 th - North

Open  Add to Personal List  Select Zone

Hame Kind
L] appleShare
o
i “Training Personal Servers List S0—"—"r—=—1<
.o
K B )
Open Rermowve from List
Name Kind Zong
'& Training Server At Ease 4-Horth ||
[+]
i}

User and Group Manager adds the server to the Personal Servers List.
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Using the Personal Servers List

The Personal Servers List |ets you create and maintain alist of servers that
you frequently manage Because the Personal Servers List can display servers
located in different zones, using the list eliminates the need to switch between
zones to find servers. You can add and remove servers on the list as needed.

Opening the Personal Servers List

Once you have added a server to the Personal Servers List, it opens
automatically each time you open User and Group Manager. However, if the
window is not open you can open it.

To open the Personal Servers List:

m Choose Show Personal Servers List from the Windows menu.

The Personal Servers List window opens

E[I=———— Personal Servers List =—"————015
Open Remove from List
Hame Kind Zong
Gl admin Server appleShare 4-North |=]
i Training Server it Ease 4-North

=Kl
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Sorting the Personal Servers List

You can sort the Personal Servers List by name, by kind, or by zone By
default, User and Group Manager sorts the list alphabetically by server name.
If you sort the list by kind, you can view all the AppleShare At Ease, and
FirstClass servers together. If you sort the list by zone, you can view all the
servers located in the same zone

To sort the serversin thelist:

m Click the column heading (Name, Kind, or Zone) for the kind of sort you want to do.

EIl=——— Personal Servers List =————017
Open Remove from List
CIICk a COIUmn — Hame Kind Zone
headlng to @ Admin Server appleShare 4-North |=]
sort the list. i Training Server At Ease 4-North
E

User and Group Manager underlines the heading you dick and sorts the list
alphabetically by that column.

Removing servers from the Personal Servers List
To remove a server or servers from the Personal Servers List:
1  Select the server or servers you want to remove from the list.

2  Click Remove from List.

Ferove from List
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Using the server information window

You can open awindow that lists the users and groups on a server and
displays other information about the server. To open this window, you must
have the appropriate password to gain access to the server. To see the list of
users and groups on an At Ease server, you also need an Administrator’s user
name

Opening the server information window
To open a server information window:

1  Inthe Network Browser or Personal Servers List, double-click the server you want
information about.
Or:
Select the server or servers you want information about and click Open.

Open

The Administrator Validation dialog box appears. For an AppleShare or
FirstClass server, the dialog box looks similar to this one

Administrator Validation

Enter the AppleShare Admin key for
the server “AppleShare Server”:

Password: | |

Viewing Server, User, and Group Information ‘ 4-17



For an At Ease server, the dialog box looks similar to this one

Administrator Dalidation

Enter an Administrator’s name and
password for the server “At Ease
server™:

Name: [

|
|

Password: |

Note: If the server is not running, a message appears to explain the problem.
2  Enter the information required by the dialog box and click OK.

The password and, if required, the user name that you enter must allow you
to administer the selected server. You should enter this information:

= For an AppleShare server, enter the Admin Key password you enter to
open the AppleShare Admin program on that server.

= For an At Ease server, enter the user name and password for an At Ease
Administrator.

IMPORTANT You cannot use the name and password for an At Ease
Workgroup Administrator.

» For aFirstClass server, enter the “batch admin” password for the server.

IMPORTANT The “batch admin” password must be the same as the
“gateway” password for the User and Group Manager server software
installed on the FirstClass server. For more information, see Appendix B.
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The server information window opens.

E[I=—— Training Server =——=15
Open MNew User  Mew Group Delete
Servertype Users 9 Groups 2 Number of users and groups
Name Kind
@ At Ease Administrator Administrator ||
Corn Focus Group Adri nistrator Group Adrmi nistrator =
G‘ Gary wall User
G‘ Gene Rule User
G‘ Guest User
@ Internet Class Group
Internet Class Administrator  Group&dministrator
B Linda Brown User {Disabled)
@ Physics Class Group -
]

The name of the server appears in the title bar of the window. The
information line above the column headings shows the type of server

(At Ease, AppleShare, or FirstClass) on the left. On the right is the number
of users and groups defined for the server.

Thelist in the main part of the window shows the users and groups defined
for the server. The left column shows the name of the item and the right
column shows the type of item. (The icon to the | eft of each item also
indicates the type of item) Itemsin the list can be one of these types:

@ Administrator

!.E Group Administrator—At Ease only (called “Workgroup Administrator” in At Ease)

@ Group
Ij] User

E User (Disabled)—a user denied login privileges

Note: Items appear dimmed if you have made changes to them that the server
has not completed. You cannot select or open these items

Viewing Server, User, and Group Information ‘ 4-19
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Click a column
heading to
sort the list.

For information about working with users and groups in the server
information window, see Chapter 3

Note: User and Group Manager allows you to open server information
windows for three servers with up to 1000 users each. If you need to work
with more servers or with servers that contain more users, or you receive
messages that User and Group Manager does not have enough memory, you
can increase the memory available to the program. To do so, quit the program
and select itsicon in the Finder. Choose Get | nfo from the File menu, enter a
new setting in the “ Preferred size€' field, and close the window.

Sorting the users and groups list

You can sort the users and groups list in the server information window by
name or by kind. By default, User and Group Manager sorts the list

a phabetically by name If you sort the list by kind, you can view all the items
of the same type together.

To sort the users and groups list:

m Click the column heading (Name or Kind) for the kind of sort you want to do.

EN EE

Training Server

& i]
Open New User  Mew Group Delete
&t Ease Users: @ Groups: 2
| Mame Kind
@ At Ease Adrninistrator Adrministrator ||
Corn Focus Group &dmi ristrator GroupAdministrator [ =
G‘ Gary wall User
E,‘ Gene Rule User
G‘ Guest User
@ Internet Class Group
Internet Class Administrator  GroupAdrinistrator
& Linda Brown User {Disabled}
@ Physics Class Group |
]

User and Group Manager underlines the heading you dick and sorts the list
alphabetically by that column.

User and Group Manager



Opening the user information window

Using the server information window, you can open a user information
window for any user that appears in the users and groups list.

To open the user information window:
In the server information window, select a user name.
Click Open.

EB

i
Open

You can also choose Open from the Users menu.

The user information window opens. The options in the window depend on
the type of server.

AppleShare user information window

EII=——— Gary Wall =——=[1I=
Server: Admin Server &ppleShare @

Narne: Gary wall

User Type: @ User
) Admii nistrator

&llow user talogin
[ allow user to change password
[#] Require new password at next login

Group memberships:
@ Internet Class o
@ Science Class

a

[+ || Remove

Groups: 2 E

Viewing Server, User, and Group Information
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At Ease user information window

= Susanna Knight EE
Server: Training Server At Ease @

Marne: Susanna Knight

User Type: @ User
{2 Group Administrator
) Adrii nistrator

Allow user to login

Allow user to change passward

[ Require new password at next login

Group memberships:

@ Internet Class L=
@ Physics Class
w [| Remove
Groups: 2 E

FirstClass user information window

R——1 Gary Wall =———uoJm=
Server:Admin Server FirstC]assEé
Marme: Gary 'wall

Password:  essessss

User Type: @) User
(2 Admministrator

[3 &11ow user to login
[ AlTow user to change password
] Require new password at next login

Group mermberships:
33 Chess Club [=]
@ Science Club

a

[+ || Remove

Groups: 2 IE

The window shows the user name in the title bar, and the server name and
type below thetitle bar. The “Group memberships’ list shows all the groups
in which the user is amember. The number of group memberships appears
below the list. See “Working With Users’ in Chapter 3 for information about
creating a user and changing user information.

User and Group Manager



Opening the group information window

Using the server information window, you can open a group information
window for any group that appears in the users and groups list.

To open a group information window:
In the server information window, select a group name.
Click Open.
EB
Open

You can also choose Open from the Users menu.

The group information window opens

EN EE
Server:Training Server At Ease @
Nore:

Group mermbers:
@‘ At Ease Administrator
G‘ Gary wall
E]‘ Gene Rule
Internet Class Administrator
G‘ Linda Brown
@ ronsmith
G‘ Susanna Knight
Users: 7 E

Internet Class

a

Rermave

The window shows the name of the group in the title bar and in the Name
field. The server name and type appear below thetitle bar. The “Group
members’ list shows all the usersin the group. The number of members
appears below the list.

See “Working With Groups’ in Chapter 3 for information about creating
groups and changing group information.

Viewing Server, User, and Group Information
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Working With Users and Groups

User and Group Manager allows you to manage users and groups on At Ease,
AppleShare, and FirstClass servers.

In this chapter you Il learn how to

» copy users and groups from one server to another server

m Create new users, change information about existing users, and delete users

» Create new groups, add to groups, remove users from groups, and delete
groups

= compare the usersin two groups or on two servers

Note: You cannot use some of the features described in this chapter with a
FirstClass server. For more information, see Appendix A.
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Copying users and groups between servers

With User and Group Manager you can use convenient drag-and-drop
methods to copy users and groups from one server to another. User and
Group Manager allows you to drag users and groups between most windows
that display server, user, or group information.

You can copy users and groups from one server to another server of the same
type, or to a server of adifferent type If the servers are the same type, all the
settings for the users attributes remain the same except their passwvords.

If the servers are different types, User and Group Manager manages the user
attribute settings as follows:

= If both servers support a user attribute, User and Group Manager
mai ntai ns the setting.

» If the destination server does not support a user attribute of the source
server, the attribute is dropped. The attribute is disabled in the user
i nformation window.

= If the destination server includes a user attribute not supported by the
source server, User and Group Manager sets the default value for
the attribute

Setting password preferences

When you copy users from one server to another, User and Group Manager
cannot trangfer the user passwords from the source server. Although the users
are added to the destination server, their current passwords are dropped.

User and Group Manager can create new passwords for you, or you can
specify a new password for all or each of the users you copy. You specify your
preferences for creating passwords using the Password Preferences dialog box.
You may want to set these preferences before you copy users and groups to
another server.

User and Group Manager
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2

To set password preferences:
Choose Password Preferences from the Edit menu.

The Password Preferences dialog box appears

Password Preferences

Pazzwords cannot be transferred from one server to another. Please
select a method for creating passwords when users are transferred.

() Create passwords automatically from the user's initials
@ Prompt for a single password for all users

(2} Prompt for a unique password for each user

(2} Do not set passwords

[¥] Require users to change passwords at the next Togin
{Some servers may not support this option.}

Select the option you want to use.

You can select one of these options:

m Create passwords automatically from the user’s initials

This option creates a password from the user'sinitials in lowercase letters.
For example, the user “John Do€” would be assigned the password “jd.”

If the user name is one word (for example, “John’), the password is created
using the first character of the name

This option, while not very secure, provides each user with a password that
is easy to remember.

Prompt for a single password for all users

This option allows you to specify a single passwvord for all the users that
you are copying. When you copy users or groups to another server, a
dialog box appears for you to enter the password.

Prompt for a unique password for each user

This option allows you to assign a separate password for each user you are
copying. When you copy users or groups to another server, a dialog box
appears for you to enter a password for each user.

Note: You may not want to select this option if you will be copying alarge
number of users You will be required to enter a password for each user.

Working With Users and Groups 4-27



» Do not set passwords
This option does not create passwords for the users you copy to another
server. Users will not be required to enter passwords when they log in.

3 Select “Require users to change passwords at the next login” if you want to require
users to change their passwords the first time they log in.

Because the passwords that User and Group Manager creates may not be
secure, you may want to select this option to force users to change their
passwords the first time they log in.

Note: This feature is not supported with FirstClass servers.
4 Click OK.

Copying users and groups

To copy users and groups between servers, you need to open a server
information window for each server. You can also copy users and groups
between servers by using the user information and group information
windows See “Using the Server Information Window” in Chapter 2 for
information about opening these windows.

Here are the ways in which you can copy users and groups from one server to
another server:

Drag one or more users from a server information window to another server information

window.
Training Server =——8H5 SE=——— Admin Server =——H1
e i
Open MNew User  Mew Group Delete Open Mew Usar  New Group Delete
At Ease Users: 9 Groups: 2 AppleShare Users: 3 Groups: 2
Hame Kind Name Kind
@ At Ease Administrator Administrator | ) @ Ann Carter Administrator [
53 Com FecusGroup Administrator Groupdministrator [ =1 (3 carywan User
. Gary wa User @ Internet Class Group
] User &3 Jan Major administrator
. Guest] sdr*ees, eobd, @ Science Class Group
.
(37 Internet Class Group T N
@ Internet Class ddministrator  Group ddmindstrator
(3 Linda Brown User o ||
R phusice £1 Groun hod il
il =
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Drag one or more users from a group information window to a server information

window.

= Internet Class

EE

Admin Server

Server:Training Server At Ease @

MName: |[Internet Class

oo O =

]

o FEERS Open Mew User  Mew Group Delete
@ t Ease ddministrater =] Apple:nare User?(: Sd Groups: 2
= Mame 1n
Gary 'wall =
G ary e @ Ann Carter Administrater ||
Gene Rule
. zie Rl @ Gary ‘wall User
I nt; 1 Class Administrat
@ nternet Class Administrator @ Internet Class Group
@ Jan Major Administrator
A . @ Science Class Group
ce,
Users: 7 [} IS

5]

This adds the selected users to the destination server, but not the group.

Drag one or more users from a server information window to a group icon in another

server information window.

Training Server

EI=——— Admin Server =——01=

$ecccecs
51 User

LY

B ]
Open New User MNew Group Celete Open New User MNew Group Celete
it Ease Users: 9 Groups: 2 dppleShare Users: 3 Groups: 2
Hame. Kind Hame. Kind
@ 4t Ease Administrator Administrator || @ Ann Carter Administrator |-}
@ Ciorn Focus Group Adr ristrator Group ddrmiristrator % E,‘ Gary wall User
i User @ Internet Class Group
00 cceo,, HaEr @ Jan Major Administrator

@ Science Class

5t Group

@ Internet Class Group

@ Internet Class Administrator  Group Administrator

E,‘ Linda Brown User

R phusics rla Groun ] |~
5] 5]

This adds the selected users to the designated group on the destination server.

Working With Users and Groups
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Drag one or more users from a group information window to a group icon in a server
information window.

=2 Internet Class EE EE] Admin Server ——[i]
Server:Training Server At Ease @ '3|:| E @ ﬁ
Mame: [Internet Class . .
Group members Open Mews User  Mew Group Delete
&9 At Esse Administratar [«] “DD‘ENS“W User;: 3‘1 Groups: 2
= ame i
G wall =
G‘ B e @ Ann Carter Administrator ||
@ Gary ‘wall User
I nt; 1 Class Administrat
l%,‘ nternet Class Administrator (@) tnterret clecs sroup
U
. ol . & Jan Major wdministrator
= ° ""“@ Science Class Group
[ Susanna Knight ~|| Remove
Users: 7 E
[~
]

This adds the selected users to the designated group on the destination server.

Drag one or more users from a group information window to a group information window
for a group on the destination server.

== Internet Class = = Science Class =

Server:Training Server At Ease @ Server:Training Server AppleShare @
Name: |Internet Class Name:
Group members: Group members:

@ &t Ease Administratar |~ E]‘ Gary wall [

L &
.
Internet C]assAdministrator.. ...o""'
.o

[ B Ui nda Brown JR ‘

. Ran Smith ﬁ

@ Susanna Knight || Remove [+]| Remove
Users: 7 E Users: 1 E

This adds the selected users to the designated group on the destination server.
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Drag one or more groups from a server information window to another server

information window.

3 ronsmith
E]‘ Susanna Knight

=] 4 Jui]

Training Server E El Admin Server BE
Open Mew User  Mew Group Delete Open New User  New Group Delete
At Ease Users: 9 Groups: 3 AppleShare Users: 3 Groups: 2
Name Kind Name Kind
=R TEET - @ Ann Carter Administrator [
E“ Guest User @ Gary 'wall User
@ Internet Class Group @ Internet Class Group
& Internet Class Administrater  GroupAdministrator &3 dan Hajor administrator
E“ Linda Brown User @ Science Class Group
. Phy

E] 4]

You can also drag combinations of users and groups between server
information windows.

You cannot drag

= auser into auser information window

= agroup into a group information window

= agroup into auser information window of a user belonging to another

server
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To copy users and groups from one server to another:
1  Open the windows for both servers.

2 Inthe window for the source server, select the items you want to copy to the destination
server.

3  Drag the selected items to the window for the destination server.

4 If the destination server has a user with the same name as one you are adding, a
message appears telling you that the user cannot be copied to the server. Click OK.

5 If amessage appears asking you to confirm an action, decide what you want to do, then
click the appropriate button.
You will receive confirmation messages
= if you drag one or more users to a group information window
= if you drag one or more groups to a server information window

= if you drag one or more groups to a server information window, and the
server has a group with the same name

IMPORTANT If you click OK to the confirmation message that appearsin
this case, the users in the group on the destination server are replaced by
the usersin the group on the source server.

6 Ifrequested, enter a password and click OK. Repeat for each user, if requested.

Depending on the passwvord preference you selected, you may see one or
more dialog boxes that ask you to enter a password.

Set Password

Please enter a password to be assigned to
users created on At Ease server “At Ease
Server”:

[ |

User and Group Manager copies the users and groups to the destination
server and sets the password for each user according to your preferences The
new users and groups appear in the destination server information window.
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Working with users

Click here to select —{l user Type: @ user

the user’s type.

Click here to select
user options.

User and Group Manager allows you to create, rename, and delete users. You
can also change the user type and other attributes

IMPORTANT You cannot use some of these features with a FirstClass server.

See Appendix A, “Server Specifics” for more information.

Creating a new user
To create a new user:

In a server information window, click New User.

Il

Mew Lzer

You can also choose New User from the Users menu.

The New User dialog box appears.

New User

Server: Admin Server App]eShare@

() tdmmvi st rator

— [ allow user talogin
[ &l1ow user to change password
— [ Require new password at nesxt login

The dialog box shows the name of the server and its type The user types and
options available in the dialog box depend on the type of server. See
Appendix A, “Server Specifics’ to learn which options each server supports.
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Type a name and password for the user.

You can type any text you want in these boxes The server may limit the
length of the user name and password. See Appendix A for more information.

Select a user type.

The user types available depend on the type of server. For AppleShare
servers, you can select User or Administrator. For At Ease servers, you can
also select Group Administrator. You cannot set the type for a user on a
FirstClass server.

Select the options you want to use.

You can select any of these options (if available):

= Allow user to log in Select this option if you want to allow the user to log in
to the server.

= Allow user to change password Select this option if you want to allow the user
to change his or her password.

= Require new password at next login Select this option if you want to require
this user to change his or her password the next time he or she logsin to
the server.

Click Next to add another user, or click Done to close the dialog box.

If you click Next, User and Group Manager saves the current user and clears
the dialog box so that you can create another new user.

When you are done, the new users appear in the server information window.

Changing user information
To change information for an existing user:
In the server information window for a server, double-click a user name.

You can also select the user then dick the Open button, or choose Open from
the Users menu.
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A user information window opens.

EI=——— Gary Wall =——"—8I=
Server: Admin Server #ppleShare @

Narne: Gary ‘wall

User Type: @ User
) Adrii nistrator

.  [# &llow user tologin
C“Ck here to SeleCt Allow user to change password

user Optionsl | [#] Require new password at next login
Group mermberships:

Groups the user @ Internet Class ||
belon s to @ Science Class
g i]
[= || Remove
Groups: 2 E

2  Ifyou wish, change the name, password, user type, or other options for the user.

For information about the options available, see “ Creating a New User”
earlier in this chapter.

Note: If you change the name or password of the AppleShare user that the
At Ease server uses to connect to the AppleShare server, you will need to
redefine the login information for the At Ease server using At Ease
Administration. For information on how to do this, see Part 2 of this manual.

User and Group Manager sends any group membership changes to the server
immediately. Other changes are sent to the server when you close the window.

IMPORTANT Changes do not take effect until the server processes them. The
server may require some time before completing the changes. During this
time the user's name will be dimmed in the server information window.

3 Toadd the user to a group, drag the group from another window to the “Group
memberships” list.

4 Toremove the user from a group, select the group in the “Group memberships” list and
click the Remove button.

5  Click the close box when you're finished working with the user information window.
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Setting user attributes for several users

You can change certain user attributes by selecting users and choosing
commands from the Users menu. Because you can select more than one user
at atime you can change the attributes for several users at once.

All of these attributes correspond to the options that appear in the user
i nformation window.

Note: You cannot set these options for users on a FirstClass server.
Setting the “Allow login™ attribute

To set the “Allow login” attribute for several users:

In the window in which they appear, select the users you want to change.
Choose Allow Login from the Users menu.

The Allow Login dialog box appears.

Allow Login

For selected users on AppleShare server “AppleShare
Server™:

@& Allow users to log in
{3 Do not allow users to log in

Select the option you want and click Change.

If you select “Do not allow usersto log in,” the icon for each of the selected
users will appear with an X over it in the server information window.
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Setting the “Allow password change” attribute
To set the “Allow password chang€’ attribute for several users.

In the window in which they appear, select the users you want to change.
Choose Allow Password Change from the Users menu.

The Allow Password Change dialog box appears.

Allow Password Change

For selected users on AppleShare server “AppleShare
Server”:

@& Allow users to change their own passwords
{2 Do not allow users to change their own passwords

Select the option you want and click Change.

Setting the “Require new password” attribute

To set the “Require new password’ attribute for several users:

In the window in which they appear, select the users you want to change.
Choose Require New Password from the Users menu.

The Require New Password dialog box appears

Require New Password

For selected users on AppleShare server “AppleShare
Server”:

@& Require users to change their passwords
{3 Do not require users to change their passwords

Select the option you want and click Change.
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Setting the user type
To set the user type for several users:

In the window in which they appear, select the users you want to change.
Choose Change User Type from the Users menu.

The Change User Type dialog box appears.

Change User Type

Change the user type for 3 users on
AppleShare server “Training Server” to:

& User
) Administrator

Cancel | I Change |I

Note: If the users are on an At Ease server, the Group Administrator option
also appears in the dialog box.

Select the option you want and click Change.

Changing the password

To change the password for several users:

In the window in which they appear, select the users you want to change.
Choose Change Password from the Users menu.

The Change Password dialog box appears.

Change Password

Change the passwords for 3 users on
AppleShare server “Training Server” to:

| |
(cancer ) ((change )
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Type the new password and click Change.

User and Group Manager changes the password for all the selected usersto
the password you specified.

Deleting users

User and Group Manager allows you to delete users. You can delete one or
more users at atime, and you can delete users and groups at the same time

To delete users from a server:

In the server information window, select the users you want to delete.

Note: You can also select usersin the User Comparison window, described in
“Comparing Servers and Groups' later in this chapter.

Click Delete, or choose Delete Users from the Users menu.

Note: If you selected both users and groups to delete, the command shown is
Delete Users and Groups.

A message appears asking you to confirm that you want to delete the users.

If you delete the users, User and Group Manager dims the user namesin the
server information window and sends instructions to the server to delete the
users. The users are removed from the server information window when the
server finishes deleting them.
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Working with groups

User and Group Manager allows you to create, rename, and del ete groups
You can also add users to a group and remove users from a group.

Note: You will need to use the administration program for the server to set
some attributes, such as access privileges, for new groups

IMPORTANT You cannot use some of these features with a FirstClass server.
See Appendix A, “Server Specifics” for more information.

Creating a new group

To create a new group:

In the server information window, click New Group.

You can also choose New Group from the Users menu.

The New Group dialog box appears.

New Group

Server: Admin Server App]eshare@

The dialog box shows the name of the server and its type
Type a name for the new group in the Name field.
Click Next to add another group, or click Done to close the dialog box.

If you dick Next, User and Group Manager saves the current group and clears
the dialog box so that you can create another new group.

When you are done, the new groups appear in the server information
window.

After you have created a new group, you can add members as described in the
next section.
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Changing group information
To change information for an existing group:

1 Inthe server information window, double-click the name of the group you want
to change.

You can also select the group and click Open, or choose Open from the
Users menu.

The group information window appears.

EN Internet Class BE
Server:Training Server &t Ease ﬁ
Norne:

Group mermbers:

e @ At Ease Administrator

G‘ Gary Wwall

E]‘ Gene Rule

Users WhO belong Internet Class Administrator

to this group [ Linda Brown

@ ron Smith

. G‘ Susanna Knight

Users: 7 @

a

Rermave

2  Typeanew name in the Name field if you want to change the group’s name.

3 Toadd users to the group, drag the users from other windows to the “Group
members” list.

You can also add users to a group by dragging the users to the group icon in
the server information window.

4  Toremove a user from the group, select the user and click Remove.

5  Click the close box when you're finished working with the group information window.

Deleting groups

User and Group Manager allows you to delete groups. You can delete one or
more groups at atime, and you can delete users and groups at the same time
When you delete a group, you do not delete the users in the group.

Note: You cannot delete groups from a FirstClass server.
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To delete groups from a server:
In the server information window, select the groups you want to delete.

Click Delete, or choose Delete Groups from the Users menu.

Note: If you select users and groups to delete, the command shown is Delete
Users and Groups.

A message appears asking you to confirm that you want to delete the groups.

If you delete the groups, User and Group Manager dims the groupsin the
server information window and sends instructions to the server to delete the
groups. The groups are removed from the server information window when
the server finishes deleting them.

Comparing servers and groups

User and Group Manager allows you to compare servers and groups to
determine whether or not they have the same members. You can then copy
users from one group or server to another, or delete users that are unigue to
onelist.

You can compare servers, groups on different servers, or groups on the
same server.

Note: You cannot compare a server to a group.

Comparing servers
To compare servers:

Open the Network Browser window or the Personal Servers List window.
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Choose Show User Comparison from the Windows menu.

The User Comparison window opens.

SM=——— User Comparison =————315
Flease drag in two groups or two servers you wish to compare:
Drag ONE L[ - fio serrer or groug here-- | [--frop server or grous pere-- 14— Drag the other
server here. server here.
= - =
Select
Unigue
]
| Delete —
[5)
3  Drag aservericon from the Network Browser or the Personal Servers List window into

one of the boxes at the top of the User Comparison window.

If you do not have the server information window open for the server, you are
asked to enter your password and user name (if required).

The server's name appears in the box.
Drag another server icon into the other box at the top of the window.

If you do not have the server information window open for the server, you are
asked to enter your passwvord and user name (if required).

The server's name appears in the other box.

The lists of users for both servers appear in the window.

EN=————— User Comparison =————FI-
Please drag in two groups or two servers you wish to compare:
|@ ddmin Server | |ﬁ Training Server |
» indicates users unigue to list
o@ Ann Carter L= o@ At Ease Administrator | &
o [ Bob Smith = E o (3 Comn Foeus Group Adrriniat,.. =
- E,‘ Gena Starr Select L] G‘ Gene Rule
o &3 Jan Major Unique 1y [ Guest
 [§ Jan Roechen o G Internet Class Administrator
. E,‘ John Hogan ﬁ - G‘ Linda Erown
. E,‘ Tamara Dobson -] Delete . G‘ Ron Smith -|
T unique, 5 total S unique, 9 total
5]
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Userswho arein one list but not the other are called “ unique users” Unique
users appear at the top of the list with a dot next to the icons.

Comparing groups

To compare groups.
1 Open the server information window or windows that contain the groups.
2 Choose Show User Comparison from the Windows menu.

The User Comparison window opens.

EM=————— User Comparison =———————031-
Please drag in two groups or two servers you wish to compare:
Drag one ——|——ﬂropxr|-9rargm#p hEre- - | |——£?rop.swr|-9rargmwp fere- - I—— Drag the OIher
group here. group here.
= . =
Select
Unique
u]
| Delete ]
[&]

3  Drag agroup icon into one of the boxes at the top of the User Comparison window.

The group's name appears in the box. The server name and type appear
below the box.
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Drag another group icon into the other box at the top of the window.
The group's name appears in the other box.

The lists of users for both groups appear in the window.

SM=———— User Comparison =————3I-
Please drag in two groups or two servers you wish to compare:
|@ Internet Class | |@ Seience Class
it Bz zerver “Training Server™ & ppleShare server “tBdmin Serer™
» indicates users unique to list
o@ At Ease Administrator || E]‘ Gary ‘wall |
- E,‘ Gene Rule E
o @3 InternetClass ddministrator Select
o [J Linda Brown Uiz
o [ Ronsmith
. E,‘ Suzanna Knight ﬁ
(3 Gary wan [+] Remove [=]
& unique, 7 total 0 unique, 1 total
[E]

Users who arein one list but not the other are called “ unique users” Unique
users appear at the top of the list with a dot next to the icons.

Copying users to another list

After you have compared two servers or groups, you may want to copy users
from one list to another.

To copy users to another list:

Select the users you want to copy.
If you want to copy unique users only, click Select Unique.

If there are no unique users, Select Unique is dimmed and unavailable
Drag the selected users to the other list.

If you are comparing two servers or two groups from different servers, User
and Group Manager copies the users to the destination server as described in
“Copying Users and Groups Between Servers’ earlier in this chapter.

If you are comparing two groups on the same server, User and Group
Manager adds the users to the other group.

Working With Users and Groups

4-45



4-46

Note: You can also add usersto alist by dragging them from another window,
such as the server information window, to the list in the User Comparison
window.

Deleting or removing users from a list

After you have compared two servers or groups, you may want to delete users
from one list.

To delete users from alist:

Select the users you want to delete.
If you want to delete unique users only, click Select Unique.

If there are no unique users, Select Unique is dimmed and unavailable

If you are comparing servers, click Delete.
If you are comparing groups, click Remove.

If you are comparing servers and you select a unique user in a server list, the
button reads “ Delete” Clicking the button deletes the user from the server, if
the server allows that feature A message appears asking you to confirm that
you want to delete the user.

If you are comparing groups and you select a unique user in agroup list, the
button reads “Remove” Clicking the button removes the user from the group,
but does not delete the user from the server.
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Importing and Exporting Information

You can use the methods described in earlier chapters to move users and
groups directly between servers that User and Group Manager supports. For
network servers that User and Group Manager does not support, you can
import and export information as text files.

This chapter explains how to import atext file that contains alist of users and
groups. It also explains how to export a users and groups list to atext file so
that you can import it to another application.
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Importing a users and groups list

You can import atab-delimited or comma-delimited text file to User and
Group Manager. The file can contain user names and passwords and group
assignments for each user.

You can create the text file by exporting the information from another
application, such as a database or spreadsheet. You should see the manual that
came with the application to learn how to export data from the application to
atab-delimited or comma-delimited text file

You can also create the text file that you will import by using a word-processing
application to type the text. You should separate the name, passwvord, and
group for each user with atab or acomma. You should separate each user
with a carriage return.

To import a users and groups list:

1  Open the server information window for the server into which you want to import the
users and groups list.

See “Opening the Server Information Window” in Chapter 2 of this part of
the manual.

2 Choose Import File from the File menu.

The following dialog box appears:

Flease select import file:

[ users to Import | =Lab 5 HD

B Import File

Desktop

3 Locate the text file you want to import and select it.
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4

Select fields to
import here.

Click here to select
how the fields are
delimited.

Click Open.

The Import File dialog box appears.

Import File: Import File

“dvailable Fields™ containg the fields available for import. Select
the fields to import and “Add™ them to the “Imported Fields™ listin
the order that they appear in your file. Use the “zlgnore:™ field to
indicate fields to skip.

First line of file “Import File":

Ann Carter

RAvailable Fields: Imported Fields:

—1 <lgnore= - -~ . . .
First Name u - Fields you are importing
Last M
Full Narme appear here.
Pazzword

—{ore

—— Field Delimiter: @ Tab (3 Comma

The Available Fields list on the left shows the type of information you can
import to the server.

Select the field in the Available Fields list that corresponds to the first field in the import

file and click Add. Repeat for each field in the order in which they occur in the import file.

The fields move into the Imported Fields list on the right.

The Available Fields list includes an “<lgnore>" item. Add <Ignore> to the
Imported Fields list to avoid importing data from afield in the import file
You can do this if the import file contains fields of information that you do
not want to import.

If you add the First Name and Last Name fields, User and Group Manager
combines the two names, separated by a space, to create a single user name.

If you add the First Name or Last Name field to the Imported Fields list, you
cannot add the Full Name field to the list. If you add the Full Name field, you
cannot add the First Name or Last Name field.

Importing and Exporting Information
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Select how the fields in the import file are delimited.

You can choose one of these options:

Tab (the default) If the fields in the import file are separated by tabs (tab-delimited)

Comma If the fields in the import file are separated by commas (comma-delimited)

To verify that the import fields are in the correct order, click Sample Import.

The Sample Import dialog box shows how the information will be imported.

=————— Sample Import

Shown below is the data for the first few records you will import
based on the “Imported Fields™ that you have specified. |f you did
not select “Full Name™, the “Mame field is created by appending
the “Last Mame™ field to the “First Name™ field.

Name Password Group

Ann Carter

Eob Smith Inter net Class

Gary ‘wall Inter net Class

Gena Starr Internet Class

Click OK to close the Sample Import dialog box.

You can change the list of imported fields and try the sample again if
necessary.

To change the Imported Fields list, select a field in the Available Fields list and click Add
or select afield in the Imported Fields list and click Remove.

If the fields are correct, click OK to import the file.
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Exporting a users and groups list

You can export to atext file alist of user names and group memberships
defined for a server. You can then import the list to another application.
You might do this so that you can format and print alist of usersusing a
word-processing application. You might also import the list to a server that
is not supported by User and Group Manager.

IMPORTANT You cannot export passwords to a text file

By default, User and Group Manager exports just the user names. In the
export file, each user name is separated by a carriage return.

You can select to export group names also. If you do, each user nameis
separated from its group name by atab character in the export file The
information for each user is separated by a carriage return. If auser name is
assigned to more than one group, that user name appears in the export file
once for each group to which it is assigned.

To export a users and groups list:

1  Open the server information window for the server from which you want to export the
users and groups list.

See “Opening the Server Information Window” in Chapter 2 of this part of
the manual .

2 Choose Export File from the File menu.

The following dialog box appears:

= Export Files & — Lab 5 HD
[ ¥ ipat
Desktop

Save File As:

Click here to include —_{l (7 inciude group name
group names.
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3 Typeaname for the file in the Save File As field.
4 Select “Include group name” if you also want to export group names.
5 Locate where you want to save the file and click OK.

User and Group Manager exports the information to the text file
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Appendix A
Server Specifics

Each type of network server that User and Group Manager supports worksin
aunigue way. In addition, each type of server has specific limitations and
specifications This appendix provides information about each server's
specific characteristics, which may help you understand a problem you are
having when you use User and Group Manager.
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Supported features

The following table lists the features of User and Group Manager. A check
mark (V) in the column for each type of server (At Ease, AppleShare, or
FirstClass) indicates that you can use the feature with that type of server.

Feature

Operations

Create user

Create group

Delete user

Delete group
Rename user
Rename group

Add user to group
Remove user from group
Set user attributes
Set user password
User types
Administrator

User

Group Administrator*
User settings

Allow user to login

Allow user to change password

Require new password

At Ease

T T

<

AppleShare

T T

* The Group Administrator corresponds to the At Ease Workgroup Administrator.

User and Group Manager
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Server characteristics

This section lists certain unique characteristics in the ways User and Group
Manager works with each type of server.

To use User and Group Manager with an AppleShare or FirstClass server, you
must install the User and Group Manager server software on the server. This
software, called an agent, receives requests for information or for changes to
existing information from the User and Group Manager application and
communicates them to the server. The server software returns the requested
information or the results of the change

At Ease servers

= Before you use the User and Group Manager application with an At Ease
server, you must create an At Ease Administrator for the server using At
Ease Administration.

= The User and Group Manager application mounts the At Ease server
volume and makes changes directly to the At Ease database

= |f an error occurs, a message appears in the User and Group Manager
application to explain the problem.
AppleShare file servers

» The User and Group Manager server software for AppleShare, called
AppleShare Agent, must be installed on the AppleShare server.

= User and Group Manager communicates with the AppleShare Agent
software to make changes to user and group information on the server.

= You cannot use the User and Group Manager application with an
AppleShare server if the AppleShare Admin application is open on the
Sserver.

= If an error occurs, a message appears in the User and Group Manager
application to explain the problem.

Server Specifics
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FirstClass servers

User and Group Manager

The User and Group Manager server software for a FirstClass server is
called FirstClass Agent. It must be installed on the server to use the User
and Group Manager application with a FirstClass server.

FirstClass Agent communicates with the FirstClass server as a FirstClass
gateway. See Appendix B to learn how to configure the FirstClass server to
communicate with this gateway.

FirstClass servers version 2.71 or earlier take approximately sx minutes to
respond to any request from User and Group Manager. This delay occurs
the first time you open the server information window for the FirstClass
server and when you change user or group information.

FirstClass Agent accumulates change requests from User and Group
Manager until it does not receive a change request for 15 seconds. It then
opens a connection with the FirstClass server and sends the requests as a
“batch admin” request.

FirstClass Agent cannot notify User and Group Manager when the
FirstClass server completes requested changes or when an error occurs. It
does forward the “batch admin’ log file to the “Admin” mail account on the
FirstClass server. Usng the FirstClass client software, you can log in as the
“Admin” user and read the replies in your Mailbox.



Server specifications

This section provides detailed information about the specifications for each

type of server.

At Ease server

Max. number of users:
Max. number of groups:
Max. groups per user:
Max. users per group:
Min. password length:
Max. password length:
Min. user name length:

Max. user name length:

Requires unique user and group names:

AppleShare server

Max. number of users:
Max. number of groups:
Max. groups per user:
Max. users per group:
Min. password length:
Max. password length:
Min. user name length:

Max. user name length:

Requires unique user and group names:

4000

200

200

1000

0 characters
31 characters
1 character
31 characters

no

4000

400

42

4000

0 characters 1
8 characters 1
1 character
31 characters

yes

* User and Group Manager does not support password length limits that can be set in AppleShare Admin.

Server Specifics
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FirstClass server

Max. number of users: 4000t

Max. number of groups: 2002

Max. groups per user: 200

Max. users per group: 1000

Min. password length: 0 characters
Max. password length: 12 characters
Min. user name length: 1 character
Max. user name length: 15 characters
Requires unique user and group names: yes

! User and Group Manager cannot determine the number of users for which the server is licensed.

# User and Group Manager cannot create groups on a FirstClass server.
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Appendix B
Setting Up a FirstClass Server

To use the User and Group Manager application with a FirstClass server, you
must install the User and Group Manager server software, called FirstClass
Agent, on the FirstClass server. You must also configure the FirstClass server
to communicate with FirstClass Agent as a FirstClass gateway. |n addition,
you must enable the FirstClass batch administration feature

This appendix describes how to set up the FirstClass server to communicate
with FirstClass Agent.

IMPORTANT FirstClass sends confirmation and error messages to the “Admin’
user as FirstClass mail. Because of this, you should not rename the “Admin’

user account. These messages are the only status information that FirstClass
provides for changes requested by User and Group Manager.

To set up the FirstClass server:

Using the FirstClass client software, log in to the FirstClass server as an administrator.
Open the Multi-Site Setup folder that appears on the FirstClass desktop.

Open the Multi-Site Setup icon that appears in the folder.

Make sure the checkbox labeled “Allow batch administration” is checked.
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If necessary, enter a password in the Password text box.

You will need this password for step 16. Thisis also the password you will
need when you open the users and groups list for the server in User and
Group Manager.

Close the Multi-Site Setup window and click Save in the dialog box that appears.
Close the Multi-Site Setup folder window.

Open the Gateways folder that appears on the FirstClass desktop.

Choose Gateway Settings from the Admin menu, then choose Add from the submenu.
A New Gateway window opens.

In the “Remote server serial number” text box, enter this value: 3123456789.
Close the New Gateway window and click Save in the dialog box that appears.

Select the New Gateway icon and rename the gateway.

“User and Group Gateway” is recommended.

Choose List Users from the Admin menu.

Make sure the “Gateways & Routers” checkbox is selected in the dialog box that
appears, then click OK.

In the window that appears, double-click the name of the gateway you entered in step 12.
In the Password text box, type the password you entered in step 5.

Close the window and click Save in the dialog box that appears.
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